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Abstract

Energy limitations remain a key concern in the development of new technologies like the Internet of Things (10T). Energy
harvesting (EH) is a technology to capture ambient energy and converts it into usable electric power for mitigating the
dilemma between limited battery capacity and increasing energy consumption. However, increasing attacks lead to suffering
the EH system from energy-information security. Considering energy security and information privacy are important issues
in the EH systems because data security in both fields has a vital role. Artificial intelligence (Al) and machine learning (ML)
are critical technologies in security, due to their intelligent analysis framework. This paper reviews two Al- base proposed
models for joint protection of energy security and information privacy.

Introduction

Energy harvesting technology is an important technology
that allows us to collect and store tiny amounts of energy
from their ambient environment in real time and use it to
power electronic devices [1]. Due to the limited battery
capacity and the need to be frequently charged finding a
solution to overcome this issue is essential. In addition, the
developments of new technologies like the Internet of
Things (10T) and wireless network are opening more eyes to
the capabilities of EH solutions. EH allows wireless devices
to harvest energy from surroundings, store energy in their
own batteries, and transmit it to other low-power devices.
wireless power transmission (WPT) technologies lead to
increasing the popularity of EH technology due to the
transmission of electrical energy without wires as a physical
connection [2]. Using EH mitigates the batteries limitation
but security and privacy issue remain the main concern with
improving new technologies.

The knowledge that Al learns from data could bring many
benefits like having more secure systems and improving the
Quality of Service (QoS) of users. The energy security
mechanism for having better QoS needs user data to train
models for malicious node detection. Security becomes an
important element in protecting data from external and
internal threats. Thus, it is inevitable to access and leak
private information, e.g., energy status and consumption
habits of users. In addition, direct access to training datasets
also raises public concerns about privacy and confidentiality
[3] Federated learning (FL) is a new breed of Artificial
Intelligence (Al) that mainstream distributed learning
technologies, which incorporates data from multiple nodes

while avoiding direct data exposure to adversaries [4] [5].

2. Energy Security and Information Privacy

Energy security and information privacy both deal with data
and having an appropriate security protocol is very
important. But energy security and information privacy are
at opposite ends because when we want to establish
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information privacy protocol, a lot of energy is consumed,
that's why we have to create a trade-off between them to
have efficient performance. Therefore, the remainder of this
article is structured to introduce two proposed models for
joining energy security and information privacy.

Xi Lin.[6] proposed a novel robust-efficient wirelessly
powered edge intelligence (WPEG) framework. they
combined loT networks and WPT technologies with
federated edge learning to improve edge learning
performance, which is ignored by the previous works. The
issue of energy in the learning process has always played an
important role in the learning cycle. Some existing works
consider it, which is not only unrealistic but also a limitation
in learning performance. as regards, they used energy
harvesting to guarantee the device learning in FEL
technology. In their framework, at first-time security of both
energy and the knowledge-sharing process was considered.
they employ a more lightweight and efficient consensus
protocol BFT-DPoS in edge blockchain systems. Moreover,
they used a two-stage game with incentive mechanisms for
energy-knowledge trading to have optimal economic
incentives and power transmission strategies. At stage |
economic reward is determined and at stage Il power
transmission strategies are done according to the given
economic rewards. Finally, they compare their proposed
framework power transmission with two classic schemes: 1)
random FEL (RFEL), and 2) uniform FEL(UFEL) in terms
of the utility of the MEC node and the utility of WPT nodes.
Also, numerical results have proved optimal learning
parameter design could achieve optimal global learning
efficiency. with this framework, the tradeoff between the
learning parameter and the global system efficiency has
been studied as they mentioned they can use more mobility
of users in their future works.

Qiangian Pan.[7] proposed a new framework for Joint
Protection of Energy Security and Information Privacy for
Energy Harvesting which was considered in many articles
independently although there are overlaps between them.
their proposed model consists of three main plans: 1) Energy
User (EUs): This plane includes numerous wireless devices


https://www.sciencedirect.com/topics/computer-science/federated-learning
https://www.sciencedirect.com/topics/computer-science/artificial-intelligence
https://www.sciencedirect.com/topics/computer-science/artificial-intelligence
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with limited energy. 2) FL and Differential privacy (DP)
Empowered Energy Transmitter (ET): energy security,
information privacy, and energy transfer happen in this part
3) Servers that have the responsibility of the model
management for EH, they supposed static nodes, and each
EU requests and harvests energy from its nearest ET. For
energy security, they used a federated model with a
multilayer feedforward neural network, which uses the
ReL U function for hidden layers and Softmax for the output
layer. In this part, ET nodes detected malicious energy users
by their historical energy behaviors and current energy
status based on FL. DP provides strong theoretical
guarantees for statistical analysis to protect privacy without
any background knowledge of the attackers [8]. Therefore,
they used the DP protection mechanism with budget privacy
for information privacy. This method is utilized to perturb
the model parameters before uploading to the server, by
using adding noise the most common popular method t is
adding Laplace noise. For creating a balance between
protecting energy security and information privacy they
proposed an incentive mechanism derives which is defined
as Nash equilibrium with the Newton-Raphson algorithm.
This mechanism Encouraged ET nodes to participate in the
federated model training via rewards and also simulates the
high-quality learning behaviors of ETs with optimal training
strategy for all ETs. Finally, experimental results verified
the optimization of the utility of each ET, encourages their
participation, and balance the joint energy-information
security of their proposed method. their standard for
evaluation was the rate of detected malicious EUs. They
compared the performance of the proposed federated energy
security scheme with the Conventional rule-based method
and the smart method without FL. Their proposed schemes
converge the test loss to a low value faster than the baseline

3. Conclusion

This paper has presented a survey of two proposed models
for joining energy security and information privacy. Due to
the capabilities that Al adds to the system, we can use these
approaches to design security models by considering both
energy and information. FL is a kind of machine learning
that reduces data security and privacy concerns by
maintaining stores of local data, which was used in two
proposed models. Consequently, performance of proposed
security schemes compared with the Conventional methods
without FL have efficient performance via time and system
throughput, and energy.
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